A\ FIELD EFFECT

Field Effect MDR
+ Log Retention

Streamline your cybersecurity and compliance
journey with log retention.

Log retention is critical for many compliance standards and
cybersecurity frameworks—yet most solutions fail to provide
logging alongside effective threat detection.

Key
benefits:

Field Effect helps you achieve a high level of compliance with both flexible log retention and
comprehensive cybersecurity. Store arich history of log data tailored to your needs for future
audits—without sacrificing security, simplicity, or affordability.

J Flexible log type and
duration options

Integrated cybersecurity
and IOg retentlon Guidance and support

on compliance and
Field Effect MDR with log retention empowers cybersecurity

you with the tools and support needed to help you: requirements

COMPLY WITH INDUSTRY FRAMEWORKS

Respond to regulatory requirements from industry-leading frameworks such as HIPAA, PCI DSS,
NIST CSF, and ISO 27001 by storing security-related log data and applying cybersecurity best
practices. Receive alerts mapped to select frameworks so you can understand when to take
immediate action to maintain compliance. ease audits

Requirement mapping

documentation to

STREAMLINE COMPLIANCE AUDITS

Leverage compliance mapping to help streamline your auditing and understand how Field Effect
aligns to various cybersecurity and security-related log retention requirements for HIPAA, PCI
DSS, ISO 27001, CIS Controls, NIST CSF, and more.

QUALIFY FOR CYBER INSURANCE

Implement best practices to help qualify for cyber insurance. Better understand your
environment, improve your security posture with active and proactive security controls, and
retain a history of security-relevant logs to access in the face of a security incident and avoid
high insurance premiums.
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FIELD EFFECT

Let Field Effect help you BETTER CYBERSECURITY

Simple yet sophisticated, Field Effect helps you close security

With Com plex Com plia nce gaps while addressing increasingly complex cybersecurity-related

regulatory requirements, including real-time threat detection, 24/7

L]
req u I rements vulnerability scanning, full network visibility, and more. Field Effect

provides the visibility needed to respond effectively and detect
threats from across your environment. Protect your most
important data and take the complexity out of cybersecurity.

Field Effect MDR with log retention provides
SMBs and MSPs facing compliance

regulations a tailor-made solution for WORLD-CLASS EXPERTISE

their needs. Our team is here to support you on your compliance journey!
Receive one-on-one guidance from industry-leading
cybersecurity and compliance experts on topics including log
storage, compliance requirements, and more.

“We're constantly responding to
regulatory checklists about our FLEXIBLE LOG RETENTION
security measures. Field Effect Storde yofur most important Iogddatal, taitl)crred tolthe ur:cique )
. T needs of your organization and applicable regulatory frameworks.
glves us tdhz ablllty :0 (t:heC# Ol:f the Choose from a variety of flexible and cost-effective options.
oxes an emonstrate a nig
level of compliance.”

Geoff Schaadt
VP of Technology - TryCycle Data Systems

Standard Field Extended Field Full Security
Effect Log Effect Log Log Retention
Retention Retention

DURATION 90 DAYS ANNUAL INCREMENTS ANNUAL INCREMENTS

Description Complimentary retention of Extended retention of Field Extended retention of Field
Field Effect MDR and related Effect MDR and related logsin Effect MDR and cybersecurity-
logs, either stored locally or remote cloud storage. related logs, with storage
remotely in the cloud. of non-Field Effect logsin

the cloud.

LOg type Logs that are generated directly by Field Effect or by external Logsincluded as part of the
services that are part of the Field Effect service which are used to Extended Field Effect Log
generate Field Effect MDR alerts. Retention offering in addition

to syslogs generated by
external services which
are not part of the

Field Effect service.

Retrieval Simple, on-demand retrieval.
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About Field Effect

Field Effect believes that businesses of all sizes deserve
powerful cybersecurity solutions to protect them.

Our threat monitoring, detection, and response platform, along with our
training and compliance products and services are the result of years of
research and development by the brightest talents in the cybersecurity
industry. Our solutions are purpose-built for SMBs and deliver sophisticated,
easy-to-use and manage technology with actionable insights to keep you
safe from cyber threats.

FIELD EFFECT

Profound simpilicity,
powerful cybersecurity.

Field Effect MDR is an advanced cybersecurity
solution that monitors and protects your entire threat
surface—endpoints, networks, and cloud services—all
from a single platform. No add-ons, no modules,
and no gaps in your security. Field Effect MDR not
only monitors every aspect of a business's threat
surface, but reduces alert fatigue and false positives
by aggregating data from multiple security events into
simple, actionable remediation steps.
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