
How it works

The assessment has three phases, starting with  
a survey to identify your key risks. Survey results 
feed directly into a tailored Security Control 
Implementation Plan that outlines actions to 
minimize your threat surface and maximize  
security efforts.

Your assessment also includes a three-month 
deployment of Covalence, our leading cyber 
security solution. Covalence combines human 
intelligence and machine automation to reduce 
your cyber risks and strengthen your defence. 
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Get to know 
your cyber 
security 
posture. 

The fast-changing threat landscape makes 
identifying and addressing your cyber security 
risks tough. Field Effect’s Cyber Security Maturity 
Assessment can help. 

Our Cyber Security Maturity Assessment is ideal for organizations 
wanting a dedicated expert’s evaluation of their risks, cyber 
security maturity level, and actionable recommendations to 
strengthen their security posture.
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1. Cyber  
security 
survey  

The electronic survey is the foundation of the assessment. The survey 
is straightforward, with yes-or-no questions organized into groups.  

Our cyber security experts based these questions on their experience 
assessing organizations small and large, observations from our incident 
response services, and industry standards, such as the NIST CSF, ISO 
27001, and the CIS Controls. 

2. Maturity 
assessment 
report  

3. Discussion 
and review  

After you complete the survey, an analyst will assess and map the 
results to a series of cyber security controls and your maturity level. 

You will receive a Cyber Security Maturity Assessment Report 
containing your: 

■	 Maturity level designation 
■	 Gaps and risks analysis 
■	 Security Control Implementation Plan  

The Security Control Implementation Plan will make specific 
recommendations based on any gaps identified during the analysis. 
The plan is actionable and understandable, with the context needed  
to understand the suggested security controls, what they do, and  
why they work. 

We will schedule a one-hour interactive session between your 
stakeholders and the Field Effect team to discuss and review the 
report. This session serves as an opportunity to ask questions and  
gain clarity. 

A critical next step is implementing the recommendations found in the 
report. Your three-month Covalence deployment is designed to satisfy 
many of the security controls needed to mitigate cyber threats. 

Cyber Security Maturity Assessment



Email:

letschat@fieldeffect.com

Phone:
Canada + United States 
+1 (800) 299-8986

United Kingdom  
+44 (0) 800 086 9176

Australia  
+61 1800 431418   

Start securing your business today.
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 F Account management 

 F Assurance testing 

 F Audits and reviews 

 F Backup policy and planning 

 F Cloud infrastructure and services protection 

 F Continuity planning 

 F Data loss prevention 

 F Email and web browsing protections 

 F Endpoint protection 

 F Governance and leadership 

 F Identity and access management (IDAM) and monitoring 

 F Information management 

 F Inventory and controls 

 F Log collection and analysis 

 F Physical security 

 F Privacy management 

 F Remote access management 

 F Review and validation 

 F Secure network design 

 F Security awareness training 

 F Security policies 

 F System hardening 

 F Threat detection 

 F Vulnerability detection and management 

We recommend reviewing the table below before the assessment begins. The categories 
are not exhaustive but highlight the types of information touched on in the survey. 

Preparing for your 
assessment  

Categories


